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PROXMOX VE “Virtual Environment” es
una potente plataforma de
virtualizacion de nivel empresarial 100%
libre y sin limites en su uso.



Principales caracteristicas de PROXMOX

* Administrador Web HTML5

* Virtualizacion para la mayoria de Sistemas Operativos
 KVM (Maquina virtual basada en el nucleo)

* Container-based Virtualization (LXC)

* Backup & Restore de "Maquinas Virtuales”

* Snapshot Live
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- C A Noesseguro | hitps://192.168.1.201:8006/#v1:0:18:4::5 w 6 :
irtual Environment 4.4-1/e e Search ou are logged in as rooti@pam elp 2]
X X € Virtual Envi 4.4-1/eb2d6fle Searc! Y logged in as i - SO Mo (] Create VM || @@ Create CT || @ Logout
Server View Datacenter @ Help
= Datacenter =
B Cluster Resources
“/  SERVER LOCAL Q Search
i 202 (Servidor2Bd)
204 (ServidordWs) i Options
205 (ServidorsWs) = Storage
206 SERVERD ,
. B Backup
LB 207 (ServerOnlyoffice 0 0 0
208 (ServidordWs) ermissions
SMbdiig 17% 50% 64%
& 210 (ServerPandora)
e (‘CDHSD[&EM] ' & Users of 4 CPU(s) 15.55 GiB of 31.37 GiB 1.08 TiB of 1.68 TiB
) 212 (Web-sgp) - Grogs
(ownCloud) 00is Modes
L3 213 (ownCloud; W Pool
= local
; - e Mame ID Online | Support Server Address CPU Usage Memory Usage Uptime
= jocalvm2 ( N crvirlocal 0 Y : 192.168.1.201 17% 50% 20 days 20._
Cluster log
Start Time End Time Mode User name Description Status
Apr 26 03:50:02 Apr 26 05:55:32 root@pam Backup Error: job errors
Apr26 01:00:02 Apr26 01:43:25 root@pam Backup OK
Apr 25 21:30:02 Apr25 22:33:03 root@pam Backup OK
Apr2s 20:34:24 Apr 25 20:34:53 root@pam VMICT 208 - Console OK
Apr 25 20:32:36 Apr 25 20:34:23 root@pam VIMICT 213 - Console OK




i C A Noesseguro | bites//192.168.1.201:8006/#v1:0:18:4::::2 1 * B :

Edit: Backup Job

SERVER LOCAL Node: SERVER LOCAL Send email to: admin@gmail.com
Storage: local Emls:i‘ . Always
notification
Day of week: Saturday, Monday, Tueas
Compression: GZIP (good)
Start Time: 21:30
Mode: Snapshot
Selection mode: | Include selected VMs
Enable:
ID Mode Status Mame Type
202 running Servidor2Bd gemu
203 stopped Servidor3Bd gemu
204 stopped ServidordWs gemu
205 stopped Servidor5Ws gemu
206 stopped WEB gemu
207 running ServerOnlyoffice gemu
208 running ServidordWs gemu
210 running ServerPandora gemu
211 stopped ConsclaEset gemu
212 running Web-sgp gemu

213 running ownCloud gemu
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.3 C A Noesseguro | hitps;//192.168.1.201:8006/#v1:0:18:4::1: w O
?ﬁ.( PRO MO < Virtual Environment 4.4-1/eb2d6fle  Search You are logged in as ‘root@pam’ # © Help S ReCEERUUN §SRECE Re g fC KL

Server View Datacenter © Help

&= Datacenter

Search:
I;EG SERVER LOCAL _I Search

R LOC . Q
b 202 (Servidor2Bd) Type Description Disk usage... | Memoryus... | CPU usage Uptime
203 {Senridﬂr?,ﬁd}l = Sun-lmary B nuue (eI} f Sy | b TR ] VIR ST e S FRVIVT. {5 R VB s N
204 (ServidordWs) i Options G gemu 202 (Servidor2Bd) 492 % 05% ofAC... 20 days 19:4...
205 (ServidorsWs) = Siorage gqemu 203 (Servidor3Bd) 5
2061 \weB e :
o} 207 (ServerOnlyofiice B Backup gemu 204 (Servidord\Ws) 5
(Servidors\Ws) -
(i 208 (Servidor9Ws) o' Permissions i it 205 (Burvidoesi)
& 210 (ServerPandora) & Usars gemu 2056 WEB =
211 (ConsolaEsst) " Gl gemu 207 (ServerOnlyoffice) 222 % 0.6% of 4C... 20 days 19:4...
H : roups :
b 212 (Web-sgp) i GE gemu 208 (Servidor9Ws) 238% 0.2% of 4C... 20 days 19:4...
E‘” 213 (ownCloud) W ook G} gemu 210 (ServerPandora) 352 % 6.0% of 4C. 1 day 01:03:16
= local |
— lc:c:a” # Roles gemu 211 (ConsolaEset) -
= locallvm e
= |ocalvm? % Authentication GF gemu 212 (Web-sgp) 49.0 % 0.3% of 4C... 20 days 19:5...
emu {ownCloud) 0% 7% of 4C... ays 19:5...
G q 213 {ownCloud) 838.0 % 9.7% of 4C 20 days 19:5 -
Cluster log
Start Time End Time Mode User name Description Status
Apr 26 03:50:02 Apr 26 05:55:32 root@pam Backup Error: job errors
Apr26 01:00:02 Apr26 01:43:25 root@pam Backup OK
Apr 25 21:30:02 Apr25 22:33:03 root@pam Backup OK
Apr2s 20:34:24 Apr 25 20:34:53 root@pam VMICT 208 - Console OK
Apr25 20:32:36 Apr 25 20:34:23 root@pam VIMICT 213 - Console OK




CPU usage 13.43% of 4 CPU(s) 10 delay 0.13%
Load average 1.421281.15

RAM usage 49.59% (1556 GiB of 31.37 GIB)  KSM sharing 327 GiB
HD space(root) 55.73% (52.59 GiB of 94.37 GiB)  SWAP usage 0.00% (0 B of 8.00 GiB)

CPUs 4 x Intel(R) Xeon{R) CPU E5-2403 0 @ 1.80GHz (1 Socket)
Kernel Version Linux 4.4.35-1-pve #1 SMP Fri Dec 9 11:09:55 CET 2016
PVE Manager Version pve-manager/4.4-1/eb2dbfle

CFPU usage
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Memory usage
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% Proxmox Virtual Environ X 4 = X
“« & A Noesseguro | Bps//192.168.1.201:8006/#v1:0:=gemu%%2F202:4:3 114 7 8 3
}X{ pHD}{MU)( Virtual Environment 4.4-1/eb2d6fle Search You are logged in as root@pam’ & € Help m

Server View Virtual Machine 202 ('Servidor2Bd" ) on node ' start () Shutdown ¥ Reset Remove | < Migrate > Console © Help

&= Datacenter

& Summary Hour (average)
Eﬁf I SERVER LOCAL . '
202 (Servidor2Bd >~ Console : : o =
& { . ) Servidor2Bd (Uptime: 20 days 20:10:20) Notes
203 (Servidor3Bd) J Hardware :
204 (;Senriderai'-ﬁfs;: & Options Servidor de base de datos 5.
205 (Servidor5Ws) Status running
2061 weB £ sk biton Managed by HA No
i 207 (ServerOnlyoffice. @ Monitor Node pebi
Led 208 (Servidor9Ws)
; B Backup
G} 210 (ServerPandora) CPU usage 0.56% of 4 CPU(s)
211 (ConsolaEset) D Snapshots
G 212 (Web-sgp) U Firewal Memory usage 49.15% (2.01 GiB of 4.09 GiB)
(o Bootdisk Size 100.00 GiB
9 213 (ownCloud) & Permissions
= loca
£ local-lvm (
= local-lvm2 (
CPU usage
0.8 -
06 1 - ’ )
2204
0.2

Cluster log

L A Dz )




-4 Proxmox Virtual Environm X + = X

B C A Noesseguro | hips//192.168.1.201:8006/#v1:0:=gemu%2F213:4:3 1214 w O ¢
X( PRO MO < virtual Environment 4 4-1/eb2d6fle Search You are logged in as ‘root@pam’ £ © Help © Create CT
Server View Virtual Machine 213 (‘'ownCloud' ) on node '| Start ™ Shutdown % Reset Remove < Wigrate »_ Console @ Help

= Datacenter
B SERVER LOCAL
(i 202 (Servidor2Bd) — Console ownCloud (Uptime: 20 days 20:17:18) Notes 2
203 (Servidor3Bd) J Hardware
204 (Servidord\Ws)

& Summary Hour (average)

# Options :
205 (ServidorsWs) P Status running
206 (WEB = Task History Managed by HA No
G} 207 (ServerOnlyoffice. @ Monitor Node pebi
G 208 l:s,er-.m:n;:rewa; 1 & Backup | |
& 210 (ServerPandora) CPU usage 8.61% of 4 CPU(s)
' ) D Snapshots
21 HibunsoldEocy) e Memory usage 88.31% (6.18 GiB of 7.00 GiB)
Gl 212 (Web-sgp) U Firewal T e
ootdisk Size 449 Ti
| El il Gallifubil | o' Permissions
= local
5 local-lvn
5 local-lvm2

CPU usage
25 -
20 - i‘ \ i 'Ll
15 - | | £ i !

=] F | L F. 1 |
o~ FHRY '
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< C A Noesseguro | bitps//192.168.1.201:3006/#v1:0:=gemu%2F213:4:31::8:14 = 0O :

)X( PRO MO < virtual Environment 4 4-1/eb2d6fle Search You are logged in as ‘root@pam’ £ € Help

Server View

Virtual Machine 213 {‘'ownCloud' ) on node " start (O Shutdown § Reset Remove < Migrate = »>_ Console @ Help
= Datacenter & Summary Connected (encrypted) to: QEMU {ownCloud) m B
E% SERVER LOCAL
m 202 r,Ser\fidorZBd) s»_ Console & Apicaiomes Lujanes veldn A oW O
203 (,Ser‘.'idor?dej m Hard\.ﬂ.iare
204 (ServidordWs) )
: , , # Options
205 (Servidor5Ws)
206 (WEB . = Task History
B 207 (ServerOnlyoffice. @ Monitor
208 (ServidordWs]
[l : ervidordWs) | B sacp
L 210 (ServerPandora)
211 (ConsolaEset) D Snapshots
e 212 (Web-sgp) U Firewall
E" et Joemitieal) o' Permissions
= local
= local-lvm
= local-lvm2
Cluster log
Start Time End Time MNode User name Description Status
Apr 26 09:40:02 e root@pam VIMICT 213 - Console
Apr26 09:35:12 Apr26 09:35:33 root@pam Shell OK

Arnr 0 NT-E0-N7T Armr 70 NE-EE-27 rontSimam B anlon Errar ink nreroee




& Summary Add Remove Ei ezize dis ove ¢ Disk Throttle CPU options R
— Console Keyboard Layout Default
e Hardware == Memaory 7.00 GiB
£ Options {8 Processors 4 (1 sockets, 4 cores)
= Task History [ Display Default
_ & Hard Disk (ide0) local-lvm2:vm-213-disk-1 size=4600G
@& Monitor
() CD/DVD Drive (ide2) localiiso/CentO5-7-x86_64-DVD-1611__ 1 _iso media=cdrom
Backu A g
p — Network Device (netl) e1000=EA:85:24:BC.68:92 bridge=vmbr(

& Summary Backup now Restore Remove Show Configuration Storage: | local Search:
>_ Console Name | Format
b Hardware vzdump-gemu-202-2019 04 25-21 30 02vma.gz vma.gz
& Options vzdump-gemu-203-2017_12_13-01_00_03.vma.gz vma.gz
= Task History vzdump-gemu-204-2017 12 _13-02 00 02 vma.gz vma.gz
& Monitor vzdump-gemu-207-2019_04 26-01_00_02vma.gz vma.gz
Brdin vzdump-qemu-208-2019 04 25-21 44 16.vma.gz vma.gz

vzdump-gemu-210-2018 05 23-04 00 02.vma.gz vma.gz
D Snapshots

vzdump-gemu-212-2019 04 26-01 11_16.vma.gz vma.gz

U Firewall

[ k]

Size

2.69 GiB
241 GiB
479 GiB
1.69 GiB
9.38 GiB
152 GiB
732 GiB
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pfSense

Un firewall (Ilamado también “corta-fuego”), es
un sistema que permite proteger a una
computadora o una red de computadoras de las
intrusiones que provienen de una tercera red
(expresamente de Internet).



Caracteristicas principales de pfSense

* Firewall

 State Table (tabla de estado)

* NAT: Network Address Tranlation
* NAT: Network Address Tranlation
* VPN ( IPsecc, OpenVPNN, e PPTP.)
* Real Time Information

e Captive Portal

* Reportes y Monitoreo



Internet

Modem

Pfsense gy,

Switch







C @ Noesseqguro | 192.168.1.254 E &+ O

-59“59 System - Interfaces » Firewall = Services - VPN - Status « Diagnostics = Help =

COMMUNITY EDITION

Status / Dashboard + 0
System Information OO0 Netgate Services And Support (— ¥ x]
Name local.edu.co

Contracttype Community Support
System pfSense Community Support Only
Serial: MXL137
MNetgate Device ID: a37ab3aaleeb3d

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Hewlett-Packard

Version: JO1 v02.06

Release Date: Thu Jun 9 2011 If you purchased your pfSense gateway firewall appliance from Netgate and elected
T 2.4.3-RELEASE (amd64) Community Support at the point of sale or installed pfSense on your own hardware,

you have access to various community support resources. This includes the

built on Mon Mar 26 18:02:04 CDT 2018 e A

FreeBSD 11.1-RELEASE-pY
You also may upgrade to a Netgate Global Support subscription. We're always on!
Version 2.4.4_2 is available. &8 Our team is staffed 24x7x365 and committed to delivering enterprisa-

Version information updated at Fri Apr 26 10:38:39 COT 2019 & class, worldwide support at a price point that is more than competitive
when compared to others in our space.

CPU Type Intel(R) Core(TM) i3-2100 CPU @ 3.10GHz
4 CPUs: 1 package(s) x 2 core(s) x 2 hardware threads » Upgrade Your Support » Community Support Resources
GESNIEEL Cryptn: Na » Netgate Global Support FAQ » Official pfSense Training by Netgate
Kernel PTI Enabled » Netgate Professional Services  « Visit Netgate.com
Uptime 2 Days 03 Hours 21 Minutes 41 Seconds
Current date/time  Fri Apr 26 10:48:26 COT 2019 If you decide to purchase a Netgate Global Support subscription, you MUST



€ C @ Noesseguro | 192.168.1.254 E &« @
L |‘1-‘_‘§.::::1t-‘:‘ FITuTEsSaridr SETVYIeES o =111 l"i-‘:.:::ﬂl-‘_‘.-.-'_iiﬂ
Uptime 2 Days 03 Hours 21 Minutes 56 Seconds
Current date/time  Fri Apr 26 10:48:41 COT 2019 If you decide to purchase a Netgate Global Support subscription, you MUST

have your Netgate Device ID (NDI) from your firewall in order to validate
DNS server(s) . 127.0.0.1 7 gate Device ID (NDI) from y . .
support for this unit. Write down your NDI and store it in a safe place. You can

) 209.11.209.30 purchase support here.

~
Last config change Fri Apr 26 8:22:24 COT 2019 ined
State table size | Interfaces FO0
1% (2261/393000) Show states
iga WAN A  100baseTX <full-duplex> 170.21.147.15
MBUF Usage (
1% (3570/243796) iga LAN A  1000baseT <full-duplex= 192.168.1.254
Load average 0.26,0.16,0.10 s3a WIRELESS ©  autoselect 192.168.2.254
CPU usage (

1%

Memory usage - . W W N N
57% of 3939 MiB

SWAP usage (
1% of 8191 MiB
Disk usage:
/ |
2% of BO5GIB - ufs
[var/run a

4% of 3.4AMIB - ufs in RAM

Rubicon Communications, LLC (Netgate) view license




of] Status: Se

- C @ MNoessequro | 192.168.1.254/status_services.php

COMMUNITY EDITION

Status / Services

Service
c-icap
captiveportal
clamd
dhepd
dpinger
lightsquid_web
ntpd
radiusd
squid
squidGuard
sshd
syslogd

unbound

Description

ICAP Inteface for Squid and ClamAY integration
Captive Portal: Wireless
ClamAV Antivirus

DHCP Service

Gateway Monitoring Dasmon
Lightsquid Web Server

NTP clock sync

FreeRADIUS Server

Squid Proxy Server Service
Proxy server filter Service
Secure Shell Daemon
System Logger Daemon

DNS Resolver

Status

0O 0 0000000000 O0O0

Actions

C@®
CO=wmE
&40
CoO=uE
CO®=uE
cC@®
CoO=uE
C®
CoO=uE
C®

C®

Co®=
Co®=E




C (@ Noesseguro | 192.168.1.254/firewall_aliases.php E & O

ESEHSE System = 22 services Diagnostics = Help -

COMMUNITY EDITION

Firewall / Aliases/ IP il @

IP Ports URLs All
e
Firewall Aliases IP
Name Values Description Actions
IPBloqueadas 192.168.1.1,192.168.1.2,192.168.1.3,192.168.1.18,192.168.1.19,192.168.1.31,192.168.1.32, 192.168.1.33, 192.168.1.34, 1

192.168.1.35...

IpPermitidas  192.168.1.20,192.168.1.21,192.168.1.22,192.168.1.23, 192.168.1.24, 192.168.1.25, 192.168.1.26, 192.168.1.27, 192.168.1.41, IpPermitidas A
192.168.1.42...

Youtube 216.58.210.110/32, 213.30.5.24/32, 213.30.5.53/32, 216.58.208.14/32, 172.217.30.206/32 BlogueoYoutube &0
bloquearFriv. ~ 192.164.119.83/32, friv.com, juegosfrivolo.com bloqueo juegos &1

Friv

pfSense Rubicon Communications, LLC (Netgate) view license




C @ Noesseguro | 192.168.1.254/firewall_nat.php E & O

Interfaces - Firewall - VPN - Status ~ Diagnostics ~ Help ~

Flisense

System

COMMUNITY EDITION

Firewall / NAT / Port Forward (2]

Port Forward 1:1 Qutbounda NPt

Interface  Protocol Source Address  Source Ports  Dest. Address  Dest. Ports NAT IP NAT Ports Description Actions
v 20 WAN TCP i ] WAN address 80 (HTTP) 192.168.1.209 443 (HTTPS) PebiCric rd'm)] |
v 3G WAN TCP * * WAN address 8082 192.168.1.201 80 (HTTP) Proyectc PAdm) |
v 33 WAN TCP * * WAN address 8086 102.168.1.225 443 (HTTPS)  ownCloud Pdlm) |
v 3G WAN TCP * * WAN address 8087 102.168.1.207 443 (HTTPS)  Onlyoffice PAdm) |
v G WAN TCP * * WAN address 443 (HTTPS)  192.168.1.209 443 (HTTPS)  SERVER PAdm)i|
v 0 WAN TCP b * WAN address 8083 192.168.1.206 80 (HTTP) WEB radm)|
v G WAN TCP # ” WAN address 8090 192.168.1.206 443 (HTTPS) NAT Web- radm)|

Legend

P  Pass

2C  Linked rule




C (@ Noesseguro | 192.168.1.254/pkg.php?xm|=squidguard_acl.xm B & O

-sense Systemn ~ Interfaces ~ Firewall ~ Services ~ VPN ~ Status ~ Diagnostics ~ Help -

COMMUNITY EDITION

Package / Proxy filter SquidGuard: Groups Access Control List (ACL) / Groups ACL CO®=u=e

General settings Common ACL Groups ACL Target categories limes Rewrites Blacklist Log XMLRPC Sync
————
Disabled Name Time Description
GpoAdmin & O
GpoWifi & 0
GpoSalaSistem & O
GpoSistemAdmin & O
GpoServidores & 0
GpoOrientadores & O
GpoCenDocum & O
GpoPedagogico Y

GpoCoordinadores & O




C

® No esseguro | 192.168.1.254/pkg_edit.php?xmi=squidguard_acl.xml:

By =y~ —

LlaLi—

aditéud=2

Target Rules List ©Q @

ACCESS: 'whitelist' - always pass; 'deny - block; ‘allow’ -

Target Categories

[ListaBlanca]
[BlogueoRedes]
[TripleX]
[bloguecfacebook]
Restriccion Download [DenegarDownloads]
blogueo juegos [BlogueJuegos]
[blogueoyoutube]

[blkk_BL_adv]

[blk_BL_aggressive]

[blk_BL_alcohol]

[blle_BL_anonvpn]
[blk_BL_automobile_bikes]
[blk_BL_automobile_boats]
[blk_BL_automobile_cars]
[blk_BL_automobile_planes]

[blk_BL_chat]

[blk_BL_costtraps]

[blkk_BL_dating]

[bll_BL_downloads]

[blk_BL_drugs]

[blk_BL_dynamic]
[blk_BL_education_schools]
[blk_BL_finance_banking]
[blic_BL_finance_insurance]
[blk_BL_finance_moneylending]
[blk_BL_finance_other]

- — o realac

aCCes

wm

aCcCcess

access
access

aCcCcess

access |

dCCess

access

acces

w

access

acCcess
access

aCCess

access |

access

access

acces

w

dCcCcess

aCcCess
aCCcess

aCCess

access |

acCcess

access

access |

daccess

pass, if not blocked.

Target Categories for off-time

If "Time' not defined, this is column will be ignored.

[ListaBlancal]
[BlogueoRedes]
[TripleX]
[blogueofacebook]
Restriccion Download [DenegarDownloads]
blogueo juegos [BlogueJuegos]
[blogueoyoutube]

[blk_BL_adv]

[blk_BL_aggressive]

[blk_BL_alcohol]

[bll_BL_anonvpn]
[bll_BL_autemobile_bikes]
[blk_BL_automobile_boats]
[blk_BL_automobile cars]
[blk_BL_automobile_planes]

[blk_BL_chat]

[blk_BL_costtraps]

[blk_BL_dating]

[blk_BL_downloads]

[blk_BL_drugs]

[blk_BL_dynamic]
[blk_BL_education_schoaols]
[blk_BL_finance_banking]
[blk_BL_finance_insurance]
[blk_BL_finance_moneylending]
[blk_BL_finance_other]

L ARCO ooy

dCCess
dCCess
access
access
access
dCCess

aCCcess

aCCess

access
access

access

access

access

access |
access |

access

access
dccess

access

aCcCcess

access

access |
access |

access

dCCess

access

—— L

allow v

|allow v |

— ¥

|allow v

lallow v |

w

e




C (@ Noesseguro | 192.168.1.254/status_qgr

h.php?if=wan T X e

msense System = Interfaces - Firewall « Services VPN - Status «

Diagnostics - Help -
COMMUNITY EDITION

Status / Traffic Graph (2]

Graph Settings

Traffic Graph WAN v Bandwidth In v Local v P Addresn =
P Sort by Filter Display
Controls [ A Jsible. v On %
Background updates nvert infout i Seraatiing

Traffic Graph

WAN @wan (in) @wan {out) Host IP Bandwidth In Bandwidth Out
170.21.147.15 4 48M Bits/sec 284.80k Bits/sec
4 0M
2.0M
0.0
-2.0M
54:50 55:00 55:50 56:42

Rubicon Communications, LLC (Netgate) view license




C (@ Noessequro | 192.168.1.254/squid_monitor.php

2

w O

General Remote Cache Local Cache Antivirus ACLs Traffic Mgmt Authentication Users Real Time Sync

Filtering

Max lines: ’_1_0 lines '_]l

Max. lines to be displayed.

String filter:

Enter a grep-like string/pattern to filter the log entries.
E.g.: username, IP address, URL.
Use ! to invert the sense of matching (to select non-matching lines).

Squid Access Table

Squid - Access Logs

Date P Status Address User Destination
26.04.201911:09:24 192.168.1.102 TCP_TUNNEL/200 play.google.com:443 . 1722173142
26.04.2019 11:09:24 192.168.1.62 TCP_TUNNEL/200 beacons3.gvt2.com:443 2 172.217.3.131
26.04.201911:09:24 192.168.1.62 TCP_TUNNEL/200 www.youtube.com:443 5 172.217.15.206
26.04.20719 11:09:23 192.168.1.22 TCP_TUNNEL/200 people-pa.clients6.google.com:443 2 172.217.2.202
26.04.2019 11:09:22 192.168.1.22 TCP_TUNNEL/200 people-pa.clients6.google.com:443 5 172.217.2.202
26.04.2019 11:09:22 192.168.1.8 TCP_TUNNEL/200 clients4 google.com:443 = 172.217.1.110
26.04.201911:09:21 192.168.1.22 TCP_TUNNEL/200 clients6.google.com:443 . 172.217.1.110
26.04.2019 11:09:21 192.168.1.22 TCP_TUNNEL/200 clients6.google.com:443 2 172.217.1.110
26.04.201911:09:19 192.168.1.11 TCP_TUNNEL/200 is1-ssl.mzstatic.com:443 . 23.1418.217
26.04.201911:09:19 192.168.1.11 TCP_TUNNEL/200 is3-ssl.mzstatic.com:443 = 23.1418.217

Squid - Cache Logs
Date-Time Message
31.12.1969 19:00:00
31.12.1969 19:00:00
31.12.1969 19:00:00

Squid Cache Table




> C ® Noesseguro | 192.168.1.254:7445 @ ax O

Informe de accesos de usuarios de Squid
PerAodo comprendido: Abr 2019

Calendar Sitios Top| Total |Grupo

2016 2017 2018 2019 AA‘O | AA‘Q [AA‘O

01(02103]04|05]06(07|08(09]10(11(12 MES |MES illsl MES

Fecha Grupo Usuarios Excedidos Bytes Promedio Hit %

26 Abr 2019 g1p 27 6 531.1 M 197TM 419%
25 Abr 2019 grp 41 20 37G 932M 023%
24 Abr 2019 grp 50 2y 38G T7I8M 269%
23 Abr 2019 erp 48 3. 103G 2208M 1.55%
22 Abr 2019 grp 43 30 68G 1608M 107%
21 Abr 2019 g 26 19 9488M 365M 1.13%
20 Abr 2019 grp 8 3 1919M  240M 036%
19 Abr 2019 grp 11 3 1645M 150M 1.08%
18 Abr 2019 grp 33 19 92G 2846M 017%
17 Abr 2019 grp 38 22 48G 1295M 0.86%
16 Abr 2019 grp 35 19 91G 2670M 0.16%
15 Abr 2019 grp 44 37 43G 993M 049%
14 Abr 2019 grp 7 ¢ 812M 116M 0.06%
13 Abr 2019 grp g 3 1352M  169M 0.04%
12 Abr 2019 grp 27 20 42G 1575M 091%
11 Abr 2019 grp 30 24 171G 2436M 0.76%
10 Abr 2019 grp 22 15 149G 641M 084%
09 Abr 2019 grp 15 10 5589M 373M 192%
08 Abr 2019 grp 15 10 12G  852M 4.79%



C ® No es sequro | 192.168.1.254:7445/day detail.cgi?year=2019&month=048&day=23 G & 9

Informe de accesos de usuarios de Squid
Fecha: 23 Abr 2019 (actualizado :: 08:47 :: 26 Abr 2019)

Sitios Top Informe

Archivos mas grandes Informe

# Hora Usuario Real Name Conexiones Bytes %  Grupo
1 & 192.168.1.101 ? 3387 44G 429% 2
2 U 192.168.1.70 ? 5581 16G 158% 2
3 & 192.168.1.221 ? 2046 8302M 78% ?
4 O 192.168.1.63 ? 1646 6184M 58% ?
5 & 192.168.1.66 ? 4697 562.7TM 53% 2
6 J 192.168.1.11 ? 10094 4468 M 42% ?
7 & 192.168.1.62 3 2559 3015M 28% ?
8 O 192.168.1.27 7 2496 2230M 21% 2
g B 192.168.1. 72 ? 540 2148M 2.0% ?
10 & 192.168.1.76 ? 1443 1274M 12% 2
11 & 192.168.1.15 ? 3284 1084M 1.0% ?
12 & 192.168.1.149 ? 6494 917M 08% ?
13 & 192.168.1.68 ? 427 T99M 0.7% ?
14 By 1921681222 ? 928 764M 0.7% ?
15 & 192.168.1.77 ? 700 745M 07% 2
16 (J 192.168.1.224 ? 715 697M 06% ?
17 & 192.168.1.21 ? 1878 61.1M 053% 2

18 G 2

2 7 604 61.1M 0.5% 7




C (@® Noesseguro | 192.168.1.254:7445/user_detail.cgi?year=2019&month=04&day=23&user=192.168.1.101 B &4 &« O

Informe de accesos de usuarios de Squid
Usuario: |92 168.1.101 (?)

Grupo: ?
Fecha: 23 Abr 2019
.
User download "Big Files”
Total 44 G
= Sitios accedidos Conexiones Bytes Total %
1 playback?2.akamaized.net:443 56 32G 32G71.8%
2 r4---sn-pSqlsnd6.googlevideo.com:443 28 1440M 336G 3.1%
3r6---sn-hpS7kn6s.googlevideo.com:443 181046M 34G 22%
4 media.rcn.com.co:443 4 550M 356G 12%
5r5---sn-pSqs7n7s.googlevideo.com:443 6 409M 35G 0.8%
6rl---sn-pSqs7n7l.googlevideo.com:443 10 404M 36G 0.8%
7 r3---sn-hpS7yne6.googlevideo.com:443 2 380M 36G 0.8%
8 r2---sn-pSqlsndz.googlevideo.com:443 5 376M 36G 0.8%
9r2---sn-hp57 }L__g@glew ideo.com:443 23 31.1M 37G 0.6%
10 5---sn-hpSTynee.googlevideo.com:443 13 30.1M 37G 06%
11 rl--—-sn-pSqgs7ner.googlevideo.com:443 5 282M 376G 0.6%
12 2---sn-hpST7ynel.googlevideo.com:443 20 251M 386G 05%
13 r2---sn-hp57kn6s.googlevideo.com:443 6 228M 38G 0.5%
14 docs.google.com:443 134 213M 38G 04%
15 Lytimg.com:443 57 211M 38G 04%
16 r3---sn-hp3S7kn6l.googlevideo.com:443 11 203M 38G 04%
17 rl---sn-hp57kn6l.googlevideo.com:443 14 203 M 39G 04%
18 r3---sn-hpS7vnir.googlevideo.com:443 16 189M 39G 04°




quo:rmg de accesos de usuarios de Squid
PerAodo comprendido: Abr 2019
Usuario ""192.168.1.101"

A Bl Spme R
BOM B
43 47
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Warning!!!. i recomend set $graphmaxuser=1.50%(1024*1024*1024);

LightSquid v1.8 (c) Sergey Erokhin AKA ESL




PANDORAFMS



*Es un software de monitorizacién para gestion

de infraestructura Tl. Esto incluye equipamiento
de red, servidores Windows y Unix,
infraestructura virtualizada y todo tipo de
aplicaciones. Pandora FMS tiene multitud de
funcionalidades



e Autodescubrimiento y deteccion automatica de la topologia de red
* Monitorizacion de disponibilidad y rendimiento.
* Monitorizacion de disponibilidad y rendimiento.

* Agentes multiplataforma para Windows, HP-UX, Solaris, BSD, AIX y
Linux.

* Virtualizacion y cloud computing.
* Mapas topolégicos de la monitorizacion personalizables.
* SLAy Elaboracion de Informes, con ITIL v3 métricas.



(@ Pandora FMS - el Sistema Flexibl X + -

—

C @ Noesseguro | 192.168.1.210/pandora_console/index.php?login=1 a &% 6

§) PANDORAF Y < © O A @ O & (sdmn

B D P FFEOG R e wEXS

Vista general de Pa ] Noticias globales

Welcome to Pandora FMS!

Salud del servidor t—] por admin +58 meses hace
Estado de los monitores :
Estada de los médulos : This is the Pandora FMS Console. A lot of new features have been added since last version. Please read the documentation about it, and feel free to test any option.

Mivel de alerta

The Pandora FMS Team.

.. 3 ‘. por admin +6 meses hace

Feel free to test our new features for both Windows and Linux agents: Proxy and Broker modes.

Monitores por estatus

43

83 Esta es su iiltima actividad en la consaola de Pandora FMS

2 a8

1 Usuario BC IP crigen Comentarios

admin ﬂ. Logon 1= 192.168.1.145 Logged in
admin M Logoff 4mids 192,168.1.224 Logged out
admin # Logen Sm2is 192.168.1.224 Logged in
admin ﬂ. Logoff 15 h 1592.168.1.222 Logged out

Total de agentes y monitores

e ‘ Alert management 15 h 182.168.1.222 :&dded alert Ma.nual alert’ for module 'ping’ in agent
7 152.168.1.222
a) 43 191
admin a User management 15 h 192.168.1.222 Created user Soporte2
Usuarios admin a User managesment 15 h 192.168.1.222 Created user Soporte

& 4 admin A Logen 15 h 192.168.1.222 Logged in




(@ Pandora FMS - el Sistema Flexiol X < -

C (® Noesseguro | 192.168.1.210/pand

Agente AW Descripcion &% Médulos Estado Alertas Ultimo contacto &Y

®
K
o

102.168.1.101 CENTRODOCPCA = Skt b @ 3:2:1 - 3 minutos 55 segundos
102.168.1.102 CENTRODOCEC2 = 5 minutos "‘f 3:3 B ! 20 segundos
2] 192.168.1.111 e, m Sl = 0 3:2:1 B 4 minutos 19 segundos
\ 192.168.1.114 S-SISTEMAS-BC-05 = 5 minutos "-i"h @ o2 P - 34 segundos
a
192.168.1.116 e = 5 minutos = [w) 3:2:1 B 1 minutos 43 segundos
5.
@ 102.168.1.117 C-SISTEMAS-PCOS = 5 minutos '-'-f" @ o ot G | - 2 minutos 38 segundos
# 192.168.1.121 S-SISTEMAS-BC1Z = 3 minutos "'i“" @ oz 4 L | - 1 minutos 13 segundos
i ESER S 5-SISTEMASP-C15 - 5 minutos = [w] 3:2:1 [T w1 zenimclos
% 192.168.1.125 C CISTEMAS-PC1E = 5 minutos "-1—‘-‘ E] 3:2:1 - 3 minutos 05 segundos
@ 192.168.1.146 IVMS (camaras) G 5 minutos ‘-‘}” [E] o i i ! 3 minutos 30 segundos
102.168.1.20 R " = N @ 3:2:1 [ 2 minutos 55 segundos
192.168.1.201 PROMOX Cj 5 minutos "'-f‘ E] 3:3 i ! 3 minutos 13 segundos
102.168.1.202 CervidoraBd (ﬂ 5 minutos fi"‘ @ 3:3 I ! 2 minutos 40 segundos
102.168.1.203 Sarvidor3Bd G 3 minutos ’f @ 105 Bl - 1 minutos 58 segundos
192.168.1.205 CarvidorSBd & 3 minutos ".i"" @ F=2:=1 - 18 segundos

192.168.1.206 i i ;—-..I i : i : "



(@ Pandora FMS - el Sistema Flexin! X + - X

- c @ Noes seguro 192.168.1.210/pandora_console/index.php?sec=estadolisec2=operation/agentes/ver_agenteflid_agente=27 Q e :
O FY
e 1021681101 g
] O
’ 2} P Intervalo 5 minutos
= ! w
i @ 192.168.1.101 Ultimo contacto / Remoto 4 minutos 28 segundos / 2019-04-26 16:53:51
NAA
% il Siguisnte contacto e
CENTRODOCPC1
i‘—-J 3:2:1
m Informacidn del agente
-k Eventos {24h)
Grupo Network
. 1 T G O
’* 16:58:1% Z1:14:19 d1:-30:19 D5:46:19 10: 5 14:18:19
E Padre gateway
]
Lista completa de monitores 3 : 2 : 1
w Lista de modulos
Estado: Todo v Messchos Bilareile Tasspmeda ] Grupo del médulo Todo v Mastrar en mada herenciz Filtra 0, | Reinicar () |

Tipo A" Nombre méduloe &YW Descripcion Estado &% Advertencia Datos Grafico Ultimo contacto &

O = # ping

n] n 4 minutes 31 segundeos

O E l‘ Host Alive Check if host is alive using ICMP ping check.

n] u 4 minutos 46 segundos

o @ J‘ Host Latency Get host network latency in miliseconds, using ICMRE TR T 1 u +6 meses




_console/index.php?sec=networkés

~%

agentes/pandora_networkmap&

ap&itab=view&id_networkmap=5

lap=o 'ﬂr e
PANDORAFMS

fr

O O 06
. 192.168.1.24F2.168.1.380 168,1.205 ®
192.168.1.208 157.168.1.203 1573
$152.168.1.209 152.168.1.2020 A}

Y 192,168.1.20 a
@2.168.1.224
-
l.. ..i

192.153.1.1@
. *s 102.168.1.20 192.153.1@
i -
L3 L]
: . = -. @
. : 152.168.1.21 132.168.1.69
i‘ ‘i
l.‘- S -..I

192.168.1.59

Pandora.local

localhost.localdomain
0, ©

cateway

Pandora FMS

g SISTEMAS
()

192.168.1.225

1f2.168.1.4a
192.153.1.*& 22.153.1.253
192.163.1.1@

@92.163.1.46
192,168.1.10 m

0‘ 92,168.1.44




raiaiid riviao = CF 212L580a ¥ AN Cal e

C (@ Noesseguro | 192.168.1.210/pandara_console/index.php?sec=network&sec2 =operation/visual_console/render

JULUMITO

[ 25

152.1568.2.224

(25), Hotel La@
La Playa Herreria Colonial
@ Hostel Caracol

~" 192.168.1.55

=



(& Pandora FMS - el Sistema Flexib! X —+ -

r

— & ® No esseqguro | 192.168.1.210/pandora_console/index.php?sec=galertas@isec2=godmode/alerts/alert_special_days i e

) PANDORAFNIS

ALERTAS » LISTA DE DIAS ESPECIALES. @

Fichero iCalendar (.ics) | ‘Seleccionar archivo | Mingun archivo seleccionado Mismo dia de la semana Lunes v Grupo Todo v Sobrescribir L

Mostrar rango [Predeterminado] =< [2019] ==

1

0 Mismo que Lunes

NT

Mayeo f 2019




~ & @ Noes Seguro | 192.168.1.210/pandora_console findex.php?sec=general&sec2=godmode/setup/setup8isection=ehorus g e

PFINDDRFIF_MS

N I

EHC-DRUS

Sistema de gestion remota
http://ehorus.com

Activar eHorus Si @ No Actualizar: €3

eHorus API
Usuario mi user
Contrasena sssssnss
Nombre del propietario de la API portal.ehorus.com
Puerto de la API 18080
Tiempo de espera excedido para la solicitud 5



